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(5 7) Abstract: 

PROBLEM TO BE SOLVED: To provide packet communication 
equipment capable of promptly starting execution of a cipher 
processing or the like, and a packet communication method. 
SOLUTION: At the time of receiving a packet to which an index is 
added, a cipher algorithm and a key for ciphering, etc.. are acquired 
from a specific entry specified by the index and the cipher 
processing or the like to the packet is executed. 
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t^fx>h'J^6 BE T =f y X A <b B BEffl « * ffi 
[»3|OB5 ] &*&a*fT*«»fc|HI-- ©f-^^^ 

nr*fc»©«p3e^^^ h**fir*4, -tow*'**- 
rn* i OTBtt©^*- * h aasa. 
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***jWB5&r*«Fj£x> h y^6«#T^=fyXA4 

>f^xwten/cA^^?:§i^i, -e<D^> 

4BBEffl«4BM#0r» *4Xr?*"* htC*fT£BIEftia 
[000 1 ] 

[0 0 0 2] 

**i 6 o /cjfe^rao % mmm r * x ^ 
^ o totc&f- * ©2«s*kb*** » ft mil 4 & -7 r 

£«4ft4. ■«««i*asi» , r«afliK±*«*i*^ 
^^h*m#fi:u s6«:BiE3-Ft#ini/'C3a»« 
30 -r^ci^cfco, a^9 KDjsftfcjracftBiHri'r* 

[0 0 0 3] «WC, «iar«, KMB5fe 

r F b^^^o hn^tcjSDrBf-^or^^ry xa^s 

*©J:9ftafl»«*#iL*. BWffia^BiEte 

acctt^ftitff*^*^* o , *<ofc»a« ^sw 
ccw^a-«BSE*aa*»Tr*^^7 h«ka»*tt» 
iesbT, *h6onrafe?ii«a*ff 5*5S*fflc***i 

40 [ooo4]i7 ttfie*©^^^ ^ h a^a*^r» j& 
c^> 4rt©»£x> h y 4JBS-r^^>f r ^ ^ 

PDil^) , 3«SfiSPlCcJ:0Sfi3n/c^>^ h 

sAD4rt^gx> h y zmmt%j>T v (w 

50 Si>FU07FU^^t*V>^) *lSlf#tSiHS 
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[0 00 5] 4 v htC*fT4Ht-^T^=f y XA*> 

fcSBE^*"* hCCtfftlU "*©^^9 h^r*^S*CDBf 

*t*T 5Mtl# • BEMB8, 7 • BlEEMaSP 

6tcJ:&AafK0'{4-9 h©JI!IFt?£g?ULT, SlfSBl 

ec<fc9Si& 3hfc^? h©JW*K^fctt*iS®^flP 

[0 00 6] *K*ff«:oi,»T|B?l!r *. SffSP 1 #09 

6 I P^ififclMflJU *© I P^?y»6W? h 
©3E5te7 FU^*K»f4. *Ut, »SSB3tt, ^© 20 

ec«4SAD4rt©4$jex>h y *Jgjrr S -I > 7^ 9 * 

7 h y©T KUX£^r#-Y>£> £BXf#-T 

[■0 00 7] fi»»5tt, «««3#SAD4rt©4#3£ 

x> hy^}gs-r-5-r>f r 9^x*HXf#r^i, -e©^ 

> f ^ Mg^t S A D 4 x > h y^6B§ 

#r;wyXA, BaEr^yXA, Bt#ffl«a^KSE 

6K»Uto*#7Jb=f yXA?4^R;^5- htettttJ 30 

[0008] Bff»# • esEffiawe s^sss 

f^Koai, *©^*-* v text? zBsmmm^Mfa 
a*s»f-r*. a&ft»o»»7«:, • rae&asB- 
6*6JBaao^^ h*5W4<t, asam©-**? h 

7*6U*snfc^9 b zftrngmtemm? z * 40 

[0 00 9] 

■ttJJLb© <fc 5 CClf f& 3 ft *C I > £ CD T\ fl^SP 5 f 
^ F*Bia#-BiE«ia»6CcK3»r4BR, B#T^=r 

$o.sgP6 *sii^*^Bs^a^ffiH«&a©iitf *BB*&-r 

5 C t #T # & C >HUH*** o 3ft. 

[0010] C<DI6?SB±IB(DJ: 5ttBBB*jBfi*"r*fe 50 
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[0011] 

[»H*JBftr*fc»©*a] c©RWc«*r*ir* h 

t gS-T 4 1?5lx > h y * 6 Bg 7 ^ =f y X A & Bg^ffl « 
*Btf#LT, *©-**? b left? zm-^fiBM&mrir Z 

&ai»T#a*Stffcfc©r*4. 

[0012] C©»IB*c«*^^ » Fiiff > 

5 s ? **ttJm*aK: ±0 -f >f* *x#tttoSftfc^ 
b y*6«#T^=ryXAiti[#fflll*«»LT, *©* 

h^ar4a#«oa*iitf'r4A5aiitf*a«ri9: 

tt/cfc©-C*£ 0 

[ 0 0 l 3 ] C©#^C^£^>r v h > 

b y*i6BffiET;i/=fyxAiKKEffla*BX» u*c, -eo 

[0014] CCD»BJ|K:«S^<5r y h Stfc 

a*o*&a^f#i8tc?y-Lr^^ery h*m^-r4j:5cc 

[0015] C0»9JK:«*^9 hilff^fiB, 
aH?f ^SSJC fs] — (D ? : ~-Z'<-7%WMtc&<DT<b 

4o 

[0016] coRKiccaa^sys, b 7- 
z^~7K%m2tix\,>zmi*^?ztc&<Dmm'* 

try h*5«-r*4, *©4«e^» HC«tfftSftn» 
[00 17] CQteVitCteZ'**'* h ^> 

[0018] C©^BJtC^4^^y ha«*ffi»4» ^> 
y ? 7tiftW&'f ^4«F3gx> h y*6B|#r^=fyXA4 

Bt#ffl«*wff ur, ^©^^^ hcc»-r*Bt#«ia* 

IWfJ"4J:5K:i/fcfe©r*4.. 

[0019] C©»W«C«4^9 ha«3?ffi«, 
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[0 0 2 0 ] Z09V&tC%Z>rttr v hilft*ffi«, ^> 

[002 1] 
SWTS. 

ha©»a*^-r«Ji!Eiar*o, Heebie i i 

h<Di£fl5teT FU^SAD 1 5ft<D#5Ex> h 'J 

ffg|51 1 JCj:0*fl3tifc^*-^ h*>>6 I P^ 
9 f±JU -e<0 I 30*i<Di£ff5fcT FUX^«r*-K: 

Lt, SPD 1 2*J5SK^9 hK^SSAD 1 51*9 
©WSx>Fy*J65£-fS-/>f r 7** («f^>HU 
COT *Btf#U ^0^>f7^ 

X*3tt'<*-9 F 1 4»fRSSl 3 20 

te, Sfg»ll. SPD 1.2. ffi2SP 1 3 Rtfffi^SP 1 

[0022] i 5j*^y hcc*t-r*nt#r^=fyxA 
^Bf#fflii*^6)«fiK3nsi> f y 

SAD (f-^^), 1 6&*«#§P1 Afrhrttrv 

, 1 6a«fi^aBl 4^6gI3n/cA7'; F£§ 
if b-CftWT-SSWBF I FO, 16bB*iFIF0 1 

«mw*wi»r *iwf»», 1 6 c »nt#r;«/=f y xa a 

SrSltf T -6 Bg«#T ^ =f y X A a $m$i>, l 6 d «Bf#- 
r ;v =f y X A B «rH?f "T £ w«# r ^ =f y X A B 

1 6 e telSIET ^ 3 V X A A £»rT S BfiET ^ =f 40 
yXAAiOfflSB. 1 6 f «BffiETJl/=fy XAB^rltft 
SSSBET^^yXAB^SSB, 1 6ff»*ja«ao^v 
h*tttfrrS£«F I FOt*4. 
[0 0 2 3 ] 17 tt£BS«# • BE&9ffi 1 6 

-60 50 
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[0024] xicm^^xwmir z>. mm^? 

*FKBE=i-K <BfEffl©y^**F) £ttttrT3 

■^-isMMfiShT^S^fr* FSrSfS-Tii* *©'* 
h©MAC^»y*fWI»0-CflHE»l 3«cffl^-T4 
Uf^'STl) 0 

[0 02 5] fflSSP 1 3 B\ §{f gp 1 lfrWsrH: 

©I P^v ZiPhrttry YOmmitT Fl"X> ^{i5fcT 

tt, t®7 Fl/^^P h 3^i-at SS PD 1 2rt 
©x>F ytiWRTS Uf^ST2). ( 
[0 0 2 6 ] IP^ SPD12(t I2^tJ:^, 
i^flTcTFUX. 5*{i5fcTFUX, ^ff^ 

f##, ^Mtc^- f*#, spi, tmmm 

>rv Ffc^SiQfflrtS) . S^^f>f^^ (SAD 
1 5ft©#^x> F y<DT FUXSrTjrTtf-'f >£) 
«JiJE3*lfc«»«<Dx> h y*ttttOTC>*<Dr, I P 

SSeifeT FU^©*^-HS-T4x>F yfttft*-r4<fc5 
tcbrfeil^L, i^iiTuT FUX<fc^fs5feT FUX<b7* 
a h3;i/i*J-at5i> F y *«i«r4J:5CCLr«> 

[0 02 7 ] fflSSPl 3». ±E© <£ 5tCbtSPD 1 
2rtc[>x> h y«r4fc*TS±, *©i>hyrt©^>f 

(xf^sT3) o /c/a, *©x>f yrt©*5ffi}g 
*<d^^» h«ra*#r«cj«*-r4. ffi^gpi 4 

*S^S<t, SfiF I FO 1 6 a&&$V(M<DV§'{g& • 
BEASiff 1 6 oiMJRL, tcomm^ • BiE^SSP 
1 6tC*fbTSS^*er^ h^fe^T^ (Xf^'ST 
4) . Ajrfc, ^>7 r ^^X«, Bt#T^=ryXA^I*# 

[002 8 ] flfm^ • BUfilSl 6©«»91 6 b 

SMF I FO 1 6 a*5S»»l AfrhteMZtitcrt 
trv h**flH/r«Hftf*i, ^«F I FO 1 6 

ffl^ntM-fyf^^J^tiSADl 5rt£> 
#gx> F yfrfeBfl-T^rfy XA^>B|#ffl0»4W» 
f £ Uf ^ST 5 ) o 

[0 02 9 ]BP% 4 S AD 1 5 tt, 0 2 tC7jVTJ:3K:, 
Bf^T^rfyXA. HHTiWJXA, Bf#fflaSc;B 

fgje-r^^sx^ f y^^Bf^r^rfyxA^Bi^ffl^ 
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mZMWtZ* &*>\ SAD15it ilS, SRAM^> 

[0 0 3 0 ]^LT 4 Bga-^ • ISE&SSP 1 6©fM$PSP 
1 6 bit, f#Sx> h V^^^ff l//cBf^7;lo yXA 

xaa^jispi 6 csettu «AtfB»r>u=ryXA 
-T4. Btffl#r;i/=fyxAAtoaSBi 6cx«»iffl#r 

;l/=fyXAB^ag|51 6 dtt, mfJtSJgP 1 6 b*6«SHiJ& 

ffliirie^r^^yx^AXWBf^T^^ry xab** 

[0 0 3 1 ] Bf«# • BE#B1» 1 6 ©WflPSB 1 6 b 

Bf^T^rfy XAA&SSB1 6 cX«BSMT^ 
rfyXAB^SSPl 6 dCDBf-^{L^S^7-r^i, # 

5Ex>h y*>e>Bit#LfcBEr^=fy xa##i*.«be 

Tii/^yXAAtftntf, BET^yXAAJBMBl 
6e*iS»U 0(it«BE7rt'=f y XABT*nH B 

iTJ^'y xab^sSPI 6 f *e«rf 4. BStTfr* 20 

yXAAKHlWl 6 eXttBBETJl/^yXABffiSSRl 
6 f MflPff 1 6 b^6«^§l^i, fMigpffi 

1 6 bfrbt&t)$tifoB&m&&mi<*xtttSET>\'dry X 
AAX«BBEr^=fyXAB*Hffr4.CiCCJ:0, B 

[0 0 3 2 ] HSU-si- • BE&aSP 1 6 ©fflffllSU 1 6 b 
B\ BSET^^yXAAMffiSPl 6 eX»BETiUrf>J 
XAB&SgPl 6 f^iSIEfflCO^^sX h*4flE-r* 

wa#r^=fy xaa*q;3ispi 6 cxueafr^ 

=f y XAB^ffiSBl 6 dteJcDBt^ffcStifc^y h tc 30 

KDx>^y-fe;l/AQ:S*tf 5 (Xf^'ST8) „ * 
LT, x>#^,a^S#7£7T4£, 9BMWO^v 
h£j£fiF I FO 1 6 fffcHftttT 4.- 

[0033] mm wsm 1 7 » % • isE^ffiSP 

1 6©2HbF'I FO 1 6 ff^eeOftO^? 

^cj: o sft § n/c^ ^ ^ h <D)mmc^t>& 4 <t 5 k-t 4 
uf-;^sT9). aa«isi8». -aswwfflw i 7 

gKj£{r3r4 (Xf^STlO). 
[0 0 3 4] ^CCBf-^^-^^ffittSnrOS^^r^ 

hte#T4BE^S*IIJiLT, tO^?F*Wft 

^T* (Xfy^ST 1 1 ) o 
[0 0 3 5 ] WSSP 1 3 «\ SrfiSB 1 1 * h 4 

CO] P^?jf*6^» KDSi£{t7G7 F^, i£fl5te7 50 
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F l/^^^D h S P D 1 2 

ox>h y«**r« (^f ^'sT i2). 

[0 03 6 ]BP*3> SPD 1 2tt. B2tt:5*"rj:9K: % 

tf- h##, i£ff7Ctf- S P I t &S«£ 

h*C*t-T4«fflirtS) , imAlsTrvZTs (SAD 
1 5rt©*&3£x> h y ©7 KU***rr#-Y>#) *>6 

««Shfct»i©i>F y*«Hftur^4<D"C, IP 

#a>68tf#Lfc7 FbX^n F3;l/i- SrT4rt 

*t*rr*x>hy*t(tti-r4. wa, dSWfcjstr 

i*{I5fc7 KU^0*^-at5i>F y 4*1**4 ±5 

iH«7c7 FU*£iitfIjfe7 KUXt7* 

[0 03 7 ] filSSB 1 3 tt % ±Sa<D<fc 5 tc It S P D 1 

2f*3©x> h y**fk*-T4 4, ^Ox> h yrto-Y>-r 

(xf^sn 3 ) . fc/cu *<z>x> h yrtojaa 

*5W4<k. SflF I F0 16a^#tti©ifM- 
BSEAkSSI! 1 6 4— oil^LT, *r<DQ§m-% • BfE^S 

14). ^f-^xit aifr^ayxA^B 
h <ommm<Dwmz mm? 4 j: 5 a c <t » a ^ . 

[0 03 8 ] BgS-^ • BiE®ag|5 1 6©$«§B1 6 b 
tt. SfiF I F O 1 6 a^a^ffi 4 3SP6(ESStifcA" 

h^stmommnt. *«f ifoib 

^?h«B(ffL« 02CC^Tcfc^^, -KD^^hCC 

{tansnrci4^>7 s y^x*5}BS"r4SAD i 5p*9© 
8fSi> h y^6*#7Ji/=fyxA^BiEffl»iP*K# 

T4 -;7*ST 15). 

[0 0 3 9 ]fiP%, SAD1 5tt, H2tCm-r<t9CC, 

«#7^=fyxA % BE7^=fyxA, ommmRzm 
Effl«t»*6fli^stifcattffl©x» y*«ttL-ci» 

^s-r4^sx> h y3jpe>a#7^=fyxA-?>a#ffla 
^^Kf#-r4o 

[ 0 0 4 0 ] * Lt, Bf«-5f • BGEKIiR 1 6©$lJ®gP 
1 6 b«, »5ex> h yfrfeBSlfHy/cBEr^y XA 
3jsWAtfBE7^rf y XAAr**atf . BE7Jl/=ry X 
AA^SSPl 6 e^r^UL, WiH3»E7^=f y XAB 

BE7^=fyxAB*aa3Pi e f *igiij-r 

4. BE7^=fyXAAteffl6Bl 6eX«BE7;Urfy 
XAB^SSBl 6 f tt. »J«1 Bb*6it8«WS^«r* 
W4i, $««1 6 b*6a*StlfcBEffl«*fflt*r 
BE 7 ^ =f y X A A Xt*BE7 ^ ^ U X A B * JHf "T 4 
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7'ST16) 0 

[0 04 1 ] Bf 8» • 1 6 ©SOfflSP 1 6 b 

XAB&aau 6 f &wmm<D#j$>*z 

S*** hi, 3Wf F I FO 1 6 a*6»» 
5(^f^ST17). B 

^flfc^BSLT, -e-CDA4ry (^f'^S 
Tl 8) o 

[0 04 2] Bf***t • SSSEtoSSP 1 6 <DfMffl!ffl5 1 6 b 
±IB©J:5K:i/riSfEORK3ft*BS'rai, 4$5£* 

> h y3&>6K»u/ctS#r ;u=f y XAs&$«i«a#T;i/ 

^yXAAT-fctttf, Bfffl^T^yXAA&aSIH 6 
SB 1 6 d tt. *0ffi!SP 1 6 b *»6lS|Wg^S:gWS IH 

y x a a x»«-sit * =* u x a b £»rr £ c £ tc ^ 

T£ (Xf 19), 
[0 04 3] Bia-Sf • KSE^aSP 1 6 (DftHjfflJgP 1 6 b 

«\ Bsa#T^=fyxAA«i«»i 6 cx«Bsa-^r^ 

=f y X A B «Lag|5 1 6 d CD'&m l&Wfi%T "T S i , « 

^jr^i, * vzmm f i fo i 6 

[0044] simwiaiBP 1 7 tt, *ef a# ■ BBjean 

1 6<E>i*ff F I FO 1 6 gd^^IiO^^y h^:lX { 9 
tiSLT, mmtk<D^try h ®JIHJ*€rlSyUU SfISP 1 1 
£ <fc 0 Sfl S *l/c' Or v h <DM& i <fc 5 CC"T S 

Uf-;^ST2G) e iHmSPl 8tt. a«*U8P»l 7 

»«ccaj(tr4 (^f^sT2 i ) . 

[004 5] W±T'BJ6^^cfc 5 CC V CO^*fi©^!» 1 

i, ^O^f^XtfJijrrateSxVh y*6Bt# 
T^rfy XA^Bf-5|ffli^?£flXf# L/T. *©/^5r KC 

#t*r set #teffi^*n?f Ts<t s tcmmi, tc<ox\ >*>r 

^aSPl CDS AD 1 SfeKWiiSKfltJlSL 

/c<E>T\ MJWb 3 ' BE«Jffi«U 6fcJ\ ffe 

CDGt^ • BBEteaSPl 6*SAD1 5^CT^"fe^OT 



(6) <f#HS 2003-179627 

10 

D 1 5fcT#-feXTSCi#-C*£IS», iS^KBf-Sf 
tEH^BKMai^lff *H*6"T * C i*J"C* 

[0 04 6] mWOW&2 • H 5 tic ©*9!©jS»W&- 

rBHJ!4*l!6T4. 19»SAD15MS»Sntl^ 

JRf3£^^7 hCCtttt^nrCiS^-^CCb/c^oTTSA 
10 D 1 SiMff'TSS ADJESrSP <BR#S) T'£>£ 0 

[0047] ycecttftccoiirwwr*. ±fe**fe<£tf$ 

JBlTtt, SAD 1 5tC*8ttS*rCl»4x> h UrtOff 
$g^M^OUT^0C#RUXC^<Cl^^ SAD 1 5 

[0048] ip% v *(t«u l^SADl 5tc«tt3n 

MftMl 4^tt«ne^4r9 h^SADJE^PrSPl 9 
tCtB^T-5>o SADMfrSP19«, Jg^SP14^6^ 
20 h*SW4<t, *<DW5e^*-9 KctSHftSnrt^ 

Sf-^tCU/c^otSAD 1 5CCtttft3nrc^4x> 
h yrtCDW«*SCHf*. tt*J, SAD15tC*ff^>x 

[0 04 9] mMommS. ±%ZmM<D&1&2X'[t, S 
ADfgffSPl OjW**'**-* hictSffl^ntl^f-^ 
tCL/c^otSAD 1 5CCttttStin^4x>h yrt© 

CC V SADMffSPl 9£>mD*nc, — B$Sg^^7 7 2 
0%R6*4Ci«:iO, S AD 1 5 £M$frf£<fc 5 K U 

30 rfc<t^. 

[0 05 0] *(*WCC« % SffSP 1 1 **S A D 1 5 tCtS 

a*©A4r» hcD^a^ft^S/ce^, Ji»gpi4 

[0051] jjg^gp i 4 ffi^sp i 3 icte\,*xmn<o 

h *§Bgm-^ • isn^asp i 6cc*s 

40 & B ^Biffi-^ • BfB&Sffi 1 6 (OmmU lBbB, 

tttt3tiTl^x> h yrt<D»*S:SJS-rS. a*?, s 
AD 1 5K:»r*i> h y ODilftP^IJ^^f ^ <fc 9 K 0 

[0 05 2] 

50 h y*>e>Bt-9TJl'=f yXAiBf#ffl««:BW» LT, ^CD 
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[0 054] c^«:J;tiit 4is*?v 

[0 0 5 5 ] C(Df|BJCCj;n«, ffiSfcCD^S^f^©* 
[0 0 5 6 ] co^BJ^c^ntf. S^S^tf^SSw:^) 

ffiHtf 2 X K7 * -te* L/T I > & t * % 

3Mg a* 7 s - # - x *c r * *fe x -r & c <t # r # h . 
[0057] c©#£wtccfcn«, ■r-^-^cteins 

[0 0 5 8 ] COMfeWK^fttt, -f>^* ^^«»D*a 
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